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Topics overview
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} Channel capacity
} Example of channels: 

} Noiseless binary channel, 
} noisy typewriter, 
} binary symmetric channel
} binary channel with  erasure

} Shannon result on channel coding
} Channel coding:

} Hamming codes
} Linear block codes

} Connection between source and channel coding 



Sending information over communication channels 
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} Source coding (compression):
} How to encode, so that average length of symbols is small – compression

} Channel coding:
} How to encode (protect) symbols transmitted over noisy channel so that we can decode the 

data that we sent without errors. 

Source compression

Coding of symbols after
Source compression

Decoding of channel 
symbols

Source decompression 

Channel with noise

Input sequence Output sequence

source 
coding

channel 
coding



Radio communication – back to 1930
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Radio communications

UP FAMNITTeorija informacij5



Simple example
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A key idea

UP FAMNITTeorija informacij7



Example of transmitting the binary data
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} Assume we are sending 1000 bits per second with Pb(x=0)=Pb(x=1)=1/2. 
} Channel is noisy and with prob. f = 0.1 we have 0 à1 or 1 à 0. 
} How much correct information we have transmitted ?

} First quess: 900 bits per second, since 100 bits are erroneous. Is this correct?
} NO, we do not know which 100 bits are erroneous. 

} In extreme case when f = 0.5, we cannot transfer any information over the 
channel !  

} Amount of information, transmitted over channel is measured via mutual 
information between the input and output sequence, i.e. the difference 
between the source entropy and the conditional entropy when knowing the 
output sequence.

} Every channel has its CAPACITY, which is the amount of information we 
can transmit over the channel with arbitrary small probability of error.



Discrete channel 
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Input data
coding

channel 
decoding

Received 
data



Channel capacity
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sporočilo
kodiranje

kanal 
dekodiranje

sprejeto
sporočilo



Reliable communication – Shannon limits
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Reminder – mutual and conditional entropy
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Reminder: mutual information and entropy
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} Example:

H(X,Y) = 27/8 bitov,  H(X) = 7/4 bitov, H(Y) = 2 bits

Conditional probability and entropy, and mutual information:

H(X|Y) = 11/8 bits,  

I(X,Y) = H(X) – H(X|Y) = 3/8 bits

We assume p(y | x) known !!



Example: binary noiseless channel
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Noisy channel with non-overlapping outputs
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‘Noisy typewriter’
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. . .



Binary symmetric channel
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BSC capacity
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Binary channel with erasure
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Let , then

pri

0



Symmetric channels
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} Example: We have a channel with the transition matrix:

} Every row is a permutation of another row, same for columns. 
Such channels are called symmetric. 

} BSC channel is  symmetric.
} The capacity of  BSC is C = 1 – H(p)



Capacity of symmetric channels 
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In our example:

Assuming the uniform distribution of the input symbols.



Channel capacity - properties
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Decoding
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Channel capacity and channel coding
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} Why is the channel capacity important?

} Shannon: 

Channel capacity is upper limit on the amount of information 
that can be transmitted over (noisy) channel  with an arbitrary
small of errors.  

} We can formalize this statement.



Shannon‘s result  on channel coding 
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Shannon 2nd theorem
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Shannon - intuition
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Shannon – intuition II
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Shannon – intuition III
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Some definitions

UP FAMNITTeorija informacij30



(M, n) code
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Decoding error
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Rate of the code

UP FAMNITTeorija informacij33



Shannon‘s result on channel coding - ‘noisy typewriter’
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For DMC noisy typewriter with 
capacity C we have: C = log13

For arbitrary є > 0 and number R 
< C there exists block code of 
length N.

No matter what are є and R. For 
N we select 1. 

There exists block code of 
length N and rate ≥ R

Block code is {A, C, E, …, Y}. 
Then K = log13 and rate = K/N = 
log13. It is larger than R. 

and decoding procedure 
When decoding we map the 
recieved codeword  to the closest 
input. 

And for suffiicently large N
maximal decoding error < є. 

In our case, maximal decoding 
error is 0, smaller than є. 



Shannon’s result proof
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Extended BSC
of order N

Noisy typewriter



Dokaz Shannonovega izreka (proof Slovenian version)
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tipični yN za dani xN

tipični yN

tipični yN



Dokaz Shannonovega izreka (Slovenian version)
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Block codes
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} Shannon‘s result states that there exist block codes, with rate R < C,
so that we can transmit information realiably (arbitrary small eror of 
decoding) for large N.

} Apart from small decoding error, we require that both coding and 
decoding are efficient (form implementation point of view)

} We will consider two examples of block codes:
} Repetition coding,
} Hamming codes, as a special case of linear block codes. 



Repetition codes
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} Simplest coding scheme (least efficient) is  a repetition 
code:

} Example: 
} We want to transmit 1 over a channel, and the coding implies that 

we reapeat 1 N times, e.g. N=3, thus 1 → 111 and  0 → 000
} Coding uses 3 symbols, to transmit 1 bit, hence the rate is

R =1/3  bits/symbol (bits/per channel use). 
} If the channel is BSC, optimal decoding procedure is ‘majority 

rule’: count the number of 1s and 0s. The largest number decides 
what was sent. 

} We consider this approach in more detail.



Repetition codes
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} Given is a  BSC channel:

} We send the following bits through the channel:

} Use repetition code with N=3, say R3

} Transmission: Use the following vector addition r = t+n (modulo 2), where n
is the error bit vector (noise):

} Decoding:



Repetition codes
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} Easy to show that the probability of error for N odd is:

} Rate versus probability of error for
Pb(0 à1) = p = 0.1 :

p b

stopnja prenosa

uporabne kode

For small pb (when N →∞)
the information rate R goes
to zero ( R = 1/N).
BAD!! 



Repetition code - example
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Associating codewords with messages
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Shannon – once again
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Why cannot we use BSC beyond the capacity ?
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Going below entropy
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Vector spaces over Z2
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Linear codes
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Linear codes from basis vectors
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Vector spaces - counting
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Counting spaces
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Counting subspaces II
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Linear codes from equations
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The repetition code over Z2
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The single parity-check equation
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A [5,2] linear code
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The [7,4] binary Hamming code
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Generator matrix
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Encoding information bits using generator matrix

UP FAMNITTeorija informacij59



Parity-check matrix
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The [5,2] code
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Manipulating the parity check matrix
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Manipulating the generator matrix
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Equivalent codes
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Systematic form
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Equivalent codes - example
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Generator and parity check matrix - relationship
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Hamming distance
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Minimum distance and decoding
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Distance and decoding
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Decoding example
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Decoding example II
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Minimum distance and error correction
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Minimum distance from a parity check
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Example: The [7,4] Hamming code
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Hamming codes
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Encoding Hamming codes
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Hammingovo kodiranje: Hamming (7,4)

UP FAMNITTeorija informacij78

} Coding:

Information bits : 1000
Add         :         101
Codeword        : 1000101

Information bits : s1s2s3s4
Add parity bits     :               t5t6t7
Codewords        : s1s2s3s4 t5t6t7
Parity: t5 = 1, if the sum s1 + s2 + s3 =  1 mod 2

t5 = 0, if the sum s1 + s2 + s3 =  0 mod 2



Decoding Hamming codes
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Hammingovo dekodiranje: MLD in sindromi
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} First decoding option:
} We compare the received vector after the channel to all the valid codewords in the 

codebook we are using, in terms of the Hamming distance. The closest codeword 
to the received vector is the result of decoding. (Maximum likelyhood decoding)

} Problem: computing the distance to all codewords, e.g [30,20] code. 

} Second way of decoding: with syndromes
} Example: 

sent codew. :
received vector:  :

syndrome       :

disturbed parity check 
equations – dashed circles 



Maximum likelyhood decoding
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Hamming decoding: syndroms
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} Main idea: Construct a table that contains the syndromes if there is a single 
error, continue filling up 2N-K entries. Then, one can correct more than errors 
if the error pattern is in the table.

} The same syndroms can be caused by multiple errors but it is quite unlikely
} What if we get 2 errors ?

sindrom

spremeni bit nobenega



Syndrome decoding in general
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Building a syndrome decoding table
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Hamming sphere‘s packing bound
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A more general version of the bound
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Hamming codes are perfect
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Gilbert Varshamov bound (optional)
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How good are simple codes
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Practical codes -Coding gain
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Mariner story encoding
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Error probability in noisy chanels
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Error probability for Mariner
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Coding gain for Mariner
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Zveza med kodiranjem informacije in kanala
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} Kaj smo do sedaj pokazali?

Za kodiranje informacije (stiskanje podatkov) smo ugotovili, da je faktor 
stiskanja R > H, ki še zagotavlja enovito dekodiranje.

Za kodiranje podatkov za prenos preko kanala (kodiranje kanala) pa 
smo ugotovili, da moramo kodirati z R < C, če hočemo zagotoviti 
dekodiranje, kjer je maksimalna napaka dekodiranja poljubno majhna.

} Kako moramo podatke zakodirati, da jih lahko ‘varno’ pošljemo preko 
kanala?

} In kaj je boljše, če hočemo poslati podatke preko kanala: 
} ali jih je npr. potrebno najprej zakodirati (da jih stisnemo) in potem še enkrat kodirati 

kodirane podatke, da jih prenesemo brez napak po kanalu z motnjami?
} ali moramo razmišljati o hkratnem kodiranju podatkov tako, da informacijo stisnemo in jo 

brez težav prenesemo preko kanala?  



Zveza med kodiranjem informacije in kanala
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} Kako moramo podatke zakodirati, da jih lahko ‘varno’ pošljemo preko 
kanala?

} Primer:
} Denimo, da želimo poslati neko slovensko besedilo preko binarnega kanala z 

izgubo. 
} 1 .možnost: 

} Zakodiramo besedilo z najboljšim postopkom stiskanja v neke binarne kode. 
} Te binarne kode potem pošljemo preko kanala.
} Če imamo napake, jih zelo težko dekodiramo.

} 2. možnost:
} Ne kodiramo besedila, ampak pošljemo kar tekst.
} Tudi če izgubimo polovico črk, bomo lahko še nekako razbrali besedilo.

} Nekako je potrebno zagotoviti, da moramo podatke predstaviti tako, 
da ustrezajo kanalu. 



Zveza med kodiranjem informacije in kanala

UP FAMNITTeorija informacij97

} Za kodiranje informacije (stiskanje podatkov) smo ugotovili, da je 
faktor stiskanja R > H, ki še zagotavlja enovito dekodiranje.

Za kodiranje podatkov za prenos preko kanala (kodiranje kanala) pa 
smo ugotovili, da moramo kodirati z R < C, če hočemo zagotoviti 
dekodiranje, kjer je maksimalna napaka dekodiranja skoraj 0.

} Izrek o kodiranju vira in kanala: 
Pogoj H < C je potreben in zadosten pogoj za zanesljivo 
prenašanje informacije po kanalih. 



Zveza med kodiranjem informacije in kanala
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Zveza med kodiranjem informacije in kanala
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Zveza med kodiranjem informacije in kanala
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} Posledica:
} Izrek pove, da lahko ločeno obravnavamo kodiranje vira 

informacije in kodiranje informacije za prenašanje podatkov po 
kanalu. 

} Praktična uporaba: 
} uporaba enakega kodiranja za prenašanje podatkov po internetu 

ne glede na tip podatkov (zvok, slika, tekst, ...)



Ponovimo: Shannonov izrek o kodiranju kanala, 1948
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